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• Senior Resident Solutions 
Architect at 

• Open Source Contributor
(eg. UCX, DQX, Terraform, …)

• I help customers with:
• Data Architecture & Engineering

• Data Governance & Data Quality

• Designing & Building reusable 
Frameworks and Tools

• Outside work expedition sailor
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About Me
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1. GDPR and CCPA regulations and why You should 
be compliant

2. Approach to handle "Right to be Forgotten"
3. Challenges to implement "Right to be Forgotten"
4. Solutions using Delta Live Table (DLT)

3

Agenda
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• Who is regulated: Data processing by 
businesses located in the EU and any 
organization that offer goods or services 
to individuals in the EU

• Who is protected: EU citizens and 
residents

• What is protected: PII data of EU 
citizens and PII data processed by EU 
businesses

• Requirements: Right to be Forgotten, 
Data Retention, Right of Access, …

GDPR (General Data   
Protection Regulation)

CCPA (California 
Consumer Privacy Act)
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• Who is regulated: Organizations doing 
businesses in California with annual 
revenue ≥ $25M or process info of 
≥ 50,000 people

• Who is protected: Consumers who are 
California citizens

• What is protected: Information that 
identifies, relates to, or links to customers

• Requirements: Right to Delete, Data 
Retention, Right of Access, …

Privacy and Data Security Laws
Requirements with broad application to any "Personal Identifiable Data" (PII)

https://gdpr-info.eu/art-17-gdpr/
https://oag.ca.gov/privacy/ccpa
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Non-Compliance can be very very costly $$$
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Why this matters?

https://gdpr-info.eu/issues/fines-penalties/
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Why this matters?

In May 2023, Meta was issued a $1.2 billion fine for 
relating to GDPR breaches following an inquiry into its 
Facebook service. This fine, was imposed for Meta’s 
transfers of personal data to the U.S. on the basis of 
standard contractual clauses (SCCs).

Facebook case

https://www.edpb.europa.eu/news/news/2023/12-billion-euro-fine-facebook-result-edpb-binding-decision_en
https://www.edpb.europa.eu/news/news/2023/12-billion-euro-fine-facebook-result-edpb-binding-decision_en
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French advertising technology company Criteo was 
fined €40 million for GDPR breaches related to targeted 
advertising. 
In addition to other allegations, the company was 
accused of non-compliance with the Right to be 
Forgotten requirement.

Criteo case

Why this matters?

https://www.edpb.europa.eu/news/national-news/2023/personalised-advertising-french-sa-fined-criteo-eur-40000000_en
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In September 2023, Axpo Italia, the producer and 
trader of renewable energy, was fined €10 million for 
processing outdated and inaccurate customer data.

Axpo Italia case

Why this matters?

https://www.dataguidance.com/news/italy-garante-fines-axpo-italia-10m-concluding


©2024 Databricks Inc. — All rights reserved 9

• Fines: up to 4% of annual global turnover or €20 
million, whichever is greater (GDPR)

• Legal Challenges: Consumer Lawsuits
• Business Disruptions: Systems to be taken offline
• Loss of Customer Trust and Reputation

Cost of doing nothing
Non-compliance can lead to significant fines and other legal consequences
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• Anonymization
• Pseudonymisation
• Data Masking
• Complete Erasure of PII data (safest)
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Approach to handle "Right to be Forgotten"
Techniques

Incomplete or wrongfully conducted anonymization processes can 
result in the re-identification of individuals!

https://www.edps.europa.eu/system/files/2021-04/21-04-27_aepd-edps_anonymisation_en_5.pdf
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Delta Live Tables (DLT)
Declarative framework that creates Delta tables and keeps them up to date
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DELETE FROM users
WHERE user_id = 1;

REORG TABLE users 
APPLY (PURGE);

VACUUM users; 
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Point Deletes in the Data Lakehouse
Delta Lake

Even faster with Data Skipping, Liquid Clustering, or Z-Order
(eg. on fields used during delete operations)

Efficient point deletes thanks to ACID transactions and Deletion Vectors:

If Deletion 
Vectors 
enabled

https://docs.databricks.com/en/delta/data-skipping.html
https://docs.databricks.com/en/delta/clustering.html
https://docs.databricks.com/en/delta/data-skipping.html
https://www.databricks.com/glossary/acid-transactions
https://docs.databricks.com/en/delta/deletion-vectors.html
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Challenges to implement "Right to be Forgotten"
The reality is not so simple

CSV,
JSON, 
TXT…

Kinesis BI & 
Reporting

Streaming
Analytics

Data 
Science 
& ML
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Challenges to implement "Right to be Forgotten"
DLT Streaming

STREAMING

UPDATE / DELETE

APPLY CHANGES

GROUP BY

Source SinkNot supported!

Delta Table Delta Table
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What can we do about it?
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Solution 1 - Full Recomputation
Streaming Tables for Bronze and Materialized Views afterward

Source Bronze Silver Gold

Automatically reflect changes made to inputs

CREATE STREAMING TABLE CREATE MATERIALIZED VIEW CREATE MATERIALIZED VIEW

Limited 
Retention

DELETE FROM bronze 
WHERE email = `user@domain.com`

GDPR correction

Append
only

Full 
recomputation

DELETEs propagate automatically

Full 
recomputation

1

2

Eg. Kafka, 
Files, DBs

3 DLT performs VACUUM 
automatically

mailto:consumer@domain.com
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Enzyme (Incremental Refresh) to the rescue
Automatically select the best strategy to refresh materialized views

Delta Tracked 
Changes

Query Plan
Analysis

Monotonic Append

Partition Recompute

MERGE Updates

Full Recompute
C

ost M
odel

Optimal
Update

Technique

+ Catalyst Query Optimizer
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Solution 2 - With Incremental Refresh
Streaming Tables for Bronze and Materialized Views with Enzyme afterward

Source Bronze Silver Gold

Automatically reflect changes made to inputs

CREATE STREAMING TABLE CREATE MATERIALIZED VIEW CREATE MATERIALIZED VIEW

Limited 
Retention

DELETE FROM bronze 
WHERE email = `user@domain.com`

GDPR correction

Append
only

Incremental
Materialization 
with Enzyme

DELETEs propagate automatically

Incremental
Materialization 
with Enzyme

1

2

3 DLT performs VACUUM 
automatically

Eg. Kafka, 
Files, DBs

delta.enableChangeDataFeed=true

https://docs.databricks.com/en/sql/user/materialized-views.html#how-are-databricks-sql-materialized-views-refreshed
mailto:consumer@domain.com
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Solution 3 - For append only sinks
Streaming Tables for Bronze & Silver and Materialized Views afterward

Source Bronze Silver Gold

Reflect changes 
made to inputs

CREATE STREAMING TABLE CREATE STREAMING TABLE CREATE MATERIALIZED VIEW

Limited 
Retention

DELETE FROM bronze 
WHERE email = `user@domain.com`

GDPR correction

Append
only

Full 
recomputation

1 4 DLT performs VACUUM 
automatically

Eg. Kafka, 
Files, DBs

readStream with
skipChangeCommit = true

Append
only

2

3

DELETE FROM silver 
WHERE email = `user@domain.com`

mailto:consumer@domain.com
mailto:consumer@domain.com
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Solution 4 - For Most Scenarios
Separate PII data from the rest of the data

Source Bronze Silver Gold

CREATE STREAMING TABLE CREATE STREAMING TABLE CREATE MATERIALIZED VIEW

DELETE FROM pii 
WHERE email = `user@domain.com`

Append
only

Full 
recomputation

APPLY
CHANGES
INTO

1
2 DLT performs VACUUM 

automatically

Eg. Kafka, 
Files, DBs

Merge user info & generate 
surrogate key (customer_id)

Lookup
customer_id

Join by customer_id to enrich

customer_id customer_id

piiAPPLY
CHANGES
INTO

mailto:consumer@domain.com
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Summary of Solutions
Solution Consider using when
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Summary of Solutions
Solution Consider using when

1 - Streaming Tables for 
Bronze and Materialized 
Views afterward

● Type of query used is not supported by Enzyme optimization (Incremental 
Refresh), otherwise, use Solution 2

● Full recomputation of tables is acceptable
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Summary of Solutions
Solution Consider using when

1 - Streaming Tables for 
Bronze and Materialized 
Views afterward

● Type of query used is not supported by Enzyme optimization (Incremental 
Refresh), otherwise, use Solution 2

● Full recomputation of tables is acceptable

2 - Streaming Tables for 
Bronze and Materialized 
Views with Enzyme afterward

● Type of query used is supported by Enzyme optimization
● Full recomputation of tables is not acceptable due to cost and latency 

requirements
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Summary of Solutions
Solution Consider using when

1 - Streaming Tables for 
Bronze and Materialized 
Views afterward

● Type of query used is not supported by Enzyme optimization (Incremental 
Refresh), otherwise, use Solution 2

● Full recomputation of tables is acceptable

2 - Streaming Tables for 
Bronze and Materialized 
Views with Enzyme afterward

● Type of query used is supported by Enzyme optimization
● Full recomputation of tables is not acceptable due to cost and latency 

requirements

3 - Streaming Tables for 
Bronze & Silver and 
Materialized Views afterward

● Type of query used is not supported by Enzyme optimization, otherwise, 
use Solution 2

● Full recomputation of Silver tables is not acceptable and queries in the 
Silver layer are run in append mode
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Summary of Solutions
Solution Consider using when

1 - Streaming Tables for 
Bronze and Materialized 
Views afterward

● Type of query used is not supported by Enzyme optimization (Incremental 
Refresh), otherwise, use Solution 2

● Full recomputation of tables is acceptable

2 - Streaming Tables for 
Bronze and Materialized 
Views with Enzyme afterward

● Type of query used is supported by Enzyme optimization
● Full recomputation of tables is not acceptable due to cost and latency 

requirements

3 - Streaming Tables for 
Bronze & Silver and 
Materialized Views afterward

● Type of query used is not supported by Enzyme optimization, otherwise, 
use Solution 2

● Full recomputation of Silver tables is not acceptable and queries in the 
Silver layer are run in append mode

4 - Separate PII data from the 
rest of the data

● Full recomputation of tables is not acceptable
● Designing a new data model
● Managing lots of tables and needing a simple method to make the whole 

system compliant
● Needing to be able to reuse most of the data (using surrogate key) while 

being compliant with regulations
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Thank you for attending!

More on the subject in the Databricks blog: 
Handling "Right to be Forgotten" in GDPR and CCPA using Delta Live Tables 
(DLT)

https://www.databricks.com/blog/handling-right-be-forgotten-gdpr-and-ccpa-using-delta-live-tables-dlt
https://www.databricks.com/blog/handling-right-be-forgotten-gdpr-and-ccpa-using-delta-live-tables-dlt
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